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ffi7 : Quantum Tunneling Effect of eMemory Security IP Solution
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Programming Mechanism

* Apply one high voltage, V***, to form a Quantum Tunneling path.
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Initial Programming

Read Mechanism

« Apply a normal operation voltage, Vg, to read the current flow through the tunneling path.
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Metal Gate Oxide Substrate Metal Gate Oxide— | Silicon Substrate

+ Electrons transport from Si substrate to
E, metal gate through dangling bonds

Sizo=S8=o0=S8 = 0= S5
] n n |

;‘ — ; ) _Fermitevel (oxide traps)
i = 0= 3iy ,C,S' = - e &=| e« Electron tunneling through the gate
; : : K ;. oxide if there are many dangling bonds

I | n n I
l s§i=z=o=8=o0=58 = ol= 8§

(oxide traps) in the oxide

Metal Gate | Oxide ! Substrate Metal Gate Oxide silicon Substrate

lsizo=siza=si=o=s * If no dangling bonds are in the oxide, the

L L nora I E probability for electron to transport in

o ) - T, e emitevel the oxide is very small

I TI' =e= f[' =o= : = °-'-'f5|‘ &= | -« ltis very difficult for electrons to tunnel
through the oxide if no traps in the oxide
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NeoFuse
No visible difference NeoFuse under SEM
\Ggp /”/' o Un-programmed“0” Programmed“1”
—r o * Invisible
Source Drain/ Source Drain/
I Drain Source I Drain Source * Untraceable
* Reliable
Un-programmed “0" Programmed “1”
e-Fuse eFuse under SEM
Un-programmed“0” Programmed“1”
l N .
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+ Visible a1 Y
Blown f =
ownfiuse * Insecure SN
&
Un-programmed “0” Programmed “1”
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+ A path of oxide quantum tunneling would be located at either left or right one after high voltage is applied to a pair of

NeoFuse in parallel, which depends on the micro-difference in oxide quality variations.
» Awarded 2018 ISSCC outstanding paper
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M URBERRESH ZENRE - SEBERAEERNEBBKTH -

Application Layer A Trusted HW RoT should have:

Software Layer e Secure Storage to store the sensitive data (key)
Physical Layer | HW RoT * Protected Realm to further protect key/cryptographic
Secure Storage:

Trusted Secure Realm ® |nvisible OTP with anti-tampering design

Secure Storage
— Protected Realm:

[ Data_J]
o— ‘ - ® Entropy to hide crypto operations using TRNG
® Entropy to hide storage/bus using TRNG/PUF

Entropy, Crypto Operations

5. ##72=/F# —Hardware Root-of-Trust (HRoT)
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NeoPUF iR —AHZ B Em& R UID (unique ID, @R IEAEEME) - B
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(PUF-based Key Storage) )

OTP/PUF Hard Macro
L

PUFrt Integrated Macro

® PUFkeyst: Trusted Self-encrypted Storage §§

System BUS .

[ ; ) A Highly Integrated PUF-based HRoT
e | @ PRTC: R/W Access Authority Control Interface
| |
| J . ) ro

% | ® PUFuid: Instant Ready On-chip UIDs (@

: _PUFtng PUFuid || y P ©
U based True Random PUF-based Unique ID
E - =21 e PUFtrng: Instant Ready PUF-based TRNG (">
: PUFkeyst I
| |
| I

® Complete Anti-Tampering Design

[E6: PUFrt
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